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Module 1  
Introduction  
 
 
Opportunity for All: How the American Public Benefits from Internet Access at Public Libraries  

( https://www.imls.gov/assets/1/AssetManager/OpportunityForAll.pdf ) 
 
ALA’s Bill of Rights  

( http://www.ala.org/advocacy/sites/ala.org.advocacy/files/content/intfreedom/librarybill 
/lbor.pdf ) 

 
ALA Library Privacy Guidelines 

( http://www.ala.org/advocacy/privacy ) 
 
Library Freedom Project  

( https://libraryfreedomproject.org/  ) 
 
The EU Data General Protection Regulation  

( https://www.eugdpr.org/ ) 
 
Glossary from Data Privacy Project  

( https://dataprivacyproject.org/wp-content/uploads/2017/02/Handout-Vocab-List-w-Defi 
nitions.pdf ) 

 
New Hampshire Library Defends Use Of Online Anonymity Software, via NPR  

( https://www.npr.org/2016/07/11/485593494/new-hampshire-library-defends-use-of-onlin
e-anonymity-software  ) 

 
We Don’t Know What ‘Personal Data’ Means By David Golumbia, via Uncomputing  

( https://www.uncomputing.org/?p=1983 ) 
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Module 2  
Internet Technologies and 
Information Flow 
 
 
On Risk Assessment, via Electronic Frontier Foundation  

( https://dataprivacyproject.org/wp-content/uploads/2017/02/Handout-Vocab-List-w-Defi 
nitions.pdf ) 
 

What is the Internet? video from Code.org   
( https://www.youtube.com/watch?v=Dxcc6ycZ73M ) 
 

HTTP & HTML video from Code.org  
( https://www.uncomputing.org/?p=1983 ) 

 
IP Addresses & DNS video from Code.org  

( https://www.youtube.com/watch?v=5o8CwafCxnU ) 
 
Packets, Routing, & Reliability video from Code.org  

( https://www.youtube.com/watch?v=AYdF7b3nMto ) 
 

There and Back Again: A packet’s tale video from World Science Festival   
( https://www.youtube.com/watch?v=ewrBalT_eBM ) 

 
Encryption and Public Keys video from Code.org   

( https://www.youtube.com/watch?v=ZghMPWGXexs ) 
 
40 maps that explain the internet  

( https://www.vox.com/a/internet-maps ) 
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Module 3 
Who Collects Data, Connecting 
Securely 
 
 
What do data brokers really know about us? Video from PBS NewsHour  

( https://www.youtube.com/watch?v=1-fDDctiCW8 ) 
 

Data and Dating: Who Else Wants Your Love? From Our Data Bodies  
( https://ourdataourselves.tacticaltech.org/posts/20-data-dating/ ) 

 
NSA Spying, via Electronic Frontier Foundation  

( https://www.eff.org/nsa-spying ) 
 
2020 Census Detailed Operational Plan for Security, Privacy, and Confidentiality Operation  

( https://www2.census.gov/programs-surveys/decennial/2020/program-management/pla
nning-docs/SPC_detailed_operational_plan.pdf ) 

 
What to know about the citizenship question the Census Bureau is planning to ask in 2020,  
via Pew Research Center  

( http://www.pewresearch.org/fact-tank/2018/03/30/what-to-know-about-the-citizenship-
question-the-census-bureau-is-planning-to-ask-in-2020/ ) 
 

OK Google, via National Film Board of Canada  
( https://vimeo.com/245992513 ) 
 

How easy is it to capture data on public free Wi-Fi? Via androidauthority.com  
( https://www.androidauthority.com/capture-data-open-wi-fi-726356/ ) 

 
VPN Section, via That One Privacy Site  

( https://thatoneprivacysite.net/vpn-section/ ) 
 
What is a VPN? Video from Android Authority  

( https://thatoneprivacysite.net/vpn-section/ ) 
 
 
 
   

5 

https://www.youtube.com/watch?v=1-fDDctiCW8
https://ourdataourselves.tacticaltech.org/posts/20-data-dating/
https://www.eff.org/nsa-spying
https://www2.census.gov/programs-surveys/decennial/2020/program-management/planning-docs/SPC_detailed_operational_plan.pdf
https://www2.census.gov/programs-surveys/decennial/2020/program-management/planning-docs/SPC_detailed_operational_plan.pdf
http://www.pewresearch.org/fact-tank/2018/03/30/what-to-know-about-the-citizenship-question-the-census-bureau-is-planning-to-ask-in-2020/
http://www.pewresearch.org/fact-tank/2018/03/30/what-to-know-about-the-citizenship-question-the-census-bureau-is-planning-to-ask-in-2020/
https://vimeo.com/245992513
https://www.androidauthority.com/capture-data-open-wi-fi-726356/
https://thatoneprivacysite.net/vpn-section/
https://thatoneprivacysite.net/vpn-section/


Module 4 
Secure Passwords and Devices 
 
 
How Secure Is My Password?  

( https://howsecureismypassword.net/ ) 
 
The Five Best Password Managers, via Lifehacker  

( https://lifehacker.com/5529133/five-best-password-managers ) 
 

Check if you have an account that has been compromised in a data breach  
( https://haveibeenpwned.com/ ) 

 
Digital Privacy at the Border: Protecting Your Devices, via EFF  

( https://www.eff.org/wp/digital-privacy-us-border-2017 ) 
 
What To Do If Your Phone Is Seized By The Police, via Freedom of the Press Foundation  

( https://freedom.press/training/mobile-security-for-activists-and-journalists/ ) 
 
In Ruling on Cell Phone Location Data, Supreme Court Makes Statement on Digital Privacy, via 
New York Times, June 2018  

( https://www.nytimes.com/2018/06/22/us/politics/supreme-court-warrants-cell-phone-p
rivacy.html ) 
 

Animated Overview: Using Password Managers to Stay Safe Online, via EFF  
( https://ssd.eff.org/en/module/animated-overview-using-password-managers-stay-safe-
online ) 

 
What is Two-Factor Authentication? (2FA), Video from Duo Security  

( https://www.youtube.com/watch?v=0mvCeNsTa1g ) 
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Module 5 
Prevent Tracking 
 
 
What every Browser knows about you  

( http://webkay.robinlinus.com/ ) 
 
Do Not Track, via EFF  

( https://www.eff.org/issues/do-not-track ) 
 

The Murky World of Third Party Web Tracking, via MIT Technology Review  
( https://www.technologyreview.com/s/530741/the-murky-world-of-third-party-web-track
ing/ ) 

 
How does online tracking actually work?  

( https://robertheaton.com/2017/11/20/how-does-online-tracking-actually-work/ ) 
 
Cross-site tracking: Let’s unpack that, via Mozilla  

( https://blog.mozilla.org/firefox/cross-site-tracking-lets-unpack-that/ ) 
 
Nearly Half of the Most Popular Websites Use the Same Software to Track You Around the 
Internet, via Motherboard  

( https://motherboard.vice.com/en_us/article/padge9/nearly-half-of-the-most-popular-we
bsites-use-the-same-software-to-track-you-around-the-internet ) 
 

Facebook’s Secret Censorship Rules Protect White Men From Hate Speech But Not Black 
Children, via ProPublica  

( https://www.propublica.org/article/facebook-hate-speech-censorship-internal-documen
ts-algorithms ) 
 

Browser Add-ons 
Privacy Badger  
( https://www.eff.org/privacybadger  ) 

 
Ad Nauseam  
( https://addons.mozilla.org/en-US/firefox/addon/adnauseam/ ) 

 
HTTPS Everywhere 
( https://www.eff.org/https-everywhere ) 
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Module 6 
Avoiding Scams and Malware; 
Minimizing your Digital 
Footprint 
 
 
How Do I Protect Myself Against Malware? via EFF  

( https://ssd.eff.org/en/module/how-do-i-protect-myself-against-malware ) 
 
The Best Malware Removal and Protection Software of 2018, via PC Mag  

( https://www.pcmag.com/roundup/354226/the-best-malware-removal-and-protection-to
ols ) 
 

Slam the Door on Phishing Scams, via Consumer Federation of America  
( https://www.consumerfed.org/pdfs/Phishing-Tips.pdf ) 

 
Don’t Order Malware! Beware of This Holiday Season Scam, via Visa Security Sense  

( https://www.visasecuritysense.com/en_US/fraud-news.jsp ) 
 
Tactical Tech Digital Data Detox: 8 day data detox guide to gaining more control over your digital 
self in less than half an hour a day  

( https://datadetox.myshadow.org/en/detox  ) 
 
Gender and Tech Resources from Tactical Tech  

( https://gendersec.tacticaltech.org/wiki/index.php/Complete_manual ) 
 

What does Facebook know about me?, via The Independent  
( https://www.independent.co.uk/life-style/gadgets-and-tech/news/facebook-delete-data-
privacy-settings-how-to-change-see-details-information-a8267161.html ) 

 
The Unlikely Activists Who Took On Silicon Valley — and Won, via New York Times Magazine  

( https://www.nytimes.com/2018/08/14/magazine/facebook-google-privacy-data.html ) 
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Module 7 
Privacy & Security in the 
Library 
 
 
Data protection in the United States: Overview, via Westlaw  

( https://content.next.westlaw.com/6-502-0467 ) 
 
An Interpretation of the Library Bill of Rights, via American Library Association  

( http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/privacy ) 
 

State Privacy Laws Regarding Library Records, via ALA  
( http://www.ala.org/advocacy/privacy/statelaws ) 

 
Library Privacy Guidelines for E-book Lending and Digital Content Vendors  

( http://www.ala.org/advocacy/privacy/guidelines/ebook-digital-content ) 
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General Resources 
Data Privacy 
 
Data Privacy Project 

( https://dataprivacyproject.org/ ) 
 
EFF’s privacy tool guides 

( https://ssd.eff.org/en/module-categories/tool-guides ) 
 

Mozilla’s Internet Health Report 
( https://internethealthreport.org/ )  
 

Mozilla’s Web Literacy Core Resources 
( https://mozilla.github.io/web-lit-core/ ) 

 
Our Data Bodies Project 

( https://www.odbproject.org/ ) 
 
Detroit Digital Justice Coalition Opening Data Zine  

( http://detroitcommunitytech.org/system/tdf/librarypdfs/opening_data.pdf ) 
 

Access Now’s Digital Security Resources 
( https://www.accessnow.org/issue/digital-security/ ) 

  
The Grand Tor: How to Go Anonymous Online 

( https://www.wired.com/story/the-grand-tor/ ) 
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General Resources 
News / Blogs  
 
MIT’s technology Review 

( https://www.recode.net/ ) 
 

Guardian Technology Blog 
  ( https://www.theguardian.com/technology/blog ) 
 
New York Times’s BIts Column 

( https://www.nytimes.com/column/bits ) 
 

Hackernews 
( https://news.ycombinator.com/ ) 
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General Resources 
Organizations and Events 
 
CyPurr Collective 

( https://cypurr-collective.github.io/ ) 
 
Crypto Party 

( https://www.meetup.com/New-York-Cryptoparty-Network/ ) 
 
Electronic Frontier Foundation 

( https://www.eff.org/ ) 
 
The Mozilla Foundation 

( https://foundation.mozilla.org/ ) 
 
Tactical Tech 

( https://tacticaltech.org/ ) 
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General Resources 
Conferences and Meetups 
 
Rightscon  

( https://www.rightscon.org/about/ ) 
 
Mozfest 

( https://mozillafestival.org/ ) 
 
Internet freedom festival 

( https://internetfreedomfestival.org/ ) 
 
HOPE (hackers on planet earth) 

( https://hope.net/ ) 
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General Resources 
Where to Go For Help 
 
Crisis Text Line 

https://www.crisistextline.org/ 
Text 741741 from anywhere in the USA to text with a trained Crisis Counselor. 

 
Urban Justice Center  

a New York City social justice advocacy organization that provide a combination of  
direct legal service, systemic advocacy, community education and political organizing 
https://www.urbanjustice.org/ 

 
Make the Road New York 

immigrant social service and community organization group, with locations in Brooklyn,  
Queens, and Long Island 
https://maketheroadny.org 
(718) 418-7690 

 
Know Your Rights resources from Make the Road New York 

https://maketheroadny.org/know-your-rights/  
 
New York Immigration Coalition Directory of Legal Service Providers 

searchable by language, immigration need, location 
https://www.nyic.org/providers/  

 
Hate-Free Zone  

Queens and Brooklyn neighborhood based community organizing group 
https://www.hatefreezones.org/ 

 
Ali Forney Center 

LGBTQ youth shelter, social service provider, and safe space 
https://www.aliforneycenter.org/  
(212) 222 - 3427 

 
Womankind 

https://www.iamwomankind.org/  /  https://www.iamwomankind.org/get-help/ 
Works with survivors of gender-based violence, including children and families 
24-Hour Multilingual Helpline: (888) 888-7702 
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